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Artificial Intelligence (AI) Governance and Policy
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Thaioil Group is committed to governing the use of artificial 

intelligence responsibly. The Company has established the TOP 

Group Artificial Intelligence (AI) Policy, referencing the international 

standard ISO 42001 – Artificial Intelligence Management System 

(AIMS), to ensure that AI is used and developed responsibly and 

safely, in alignment with international practices, and with 

consideration of impacts on the organization and stakeholders.

In 2026, Thaioil Group has TOP Group Artificial Intelligence Policy is 

established to ensure that the governance of AI usage and 

development is effective and unified under an appropriate AI 

Governance framework that is transparent and compliant with laws, 

ethical principles, and the standards established by the Company, as 

well as aligned with international practices, so that AI is used and 

developed responsibly, safely, and with consideration of impacts on 

the organization and stakeholders.



Data and Artificial Intelligence Management Programs

Limiting access to sensitive AI capabilities (e.g. facial recognition, surveillance) 

Thaioil Group classifies and assesses the risk level of AI systems before 

deployment. Sensitive or high-risk AI capabilities, such as facial recognition, 

biometric identification, or biometric surveillance technologies, are restricted to 

access and use by approved personnel only. High-risk AI systems must undergo in-

depth risk assessments, the establishment of risk control measures (guardrails), 

and human oversight.

In 2026, Thaioil Group limited access to sensitive AI capabilities in two dimensions, 

covering both its own operations and its AI vendors. Within Thaioil Group, the 

guardrails restrict sensitive data (e.g., employees’ personal data such as retina and 

facial biometric scan for access control) from being used in AI model training unless 

authorized by the employee’s consent.
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Data and Artificial Intelligence Management Programs

Distinct labeling of AI-generated content and outcomes of AI-driven decisions

Thaioil Group communicates to employees the 

importance of ensuring that AI-generated content is 

appropriately labeled, enabling a clear distinction 

between human-created and AI-generated content, in 

line with the principles of transparency and responsible 

AI usage.

In 2026, Thaioil Group launched an internal 

communication campaign on the distinct labeling of AI-

generated content, providing employees with practical 

instructions on how to apply AI-content labels via 

internal PR channels. This initiative ensures 

transparency, enables users to make informed 

decisions, and promotes responsible AI usage as 

illustrated in the example of employee’s presentation. 

“How to AI-Label Generated Content” 
Communication Campaign 

Examples of AI-Label 
Generated Content in the 

Employee’s presentation document 
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Data and Artificial Intelligence Management Programs

Mechanisms to detect and correct drift or degradation of AI models over time

Thaioil Group requires continuous testing, monitoring, and evaluation 

of AI model performance in accordance with the Plan-Do-Check-Act 

(PDCA) cycle to monitor changes in AI system outputs and accuracy, 

and to regularly improve the models to reduce errors and mitigate risks 

from AI model bias over time.

In 2026, Thaioil Group monitored AI model performance and upgraded 

IK-Q, the Company’s internal corporate AI platform, by adding the 

latest available AI models to enhance its capabilities and performance, 

ensuring that the AI models as well as it generated output and 

accuracy in use remain up to date and do not degrade over time.
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Data and Artificial Intelligence Management Programs

Regular assessments of deployed AI models for fairness/bias

Thaioil Group requires AI users and developers to regularly review 

and verify AI model outputs to avoid bias, particularly where AI model 

outputs may affect individuals, and to conduct Systematic Bias 

Testing to prevent and reduce the risks of unfair discrimination.

In 2026, Thaioil Group conducted regular monitoring and 

assessment of its AI models and implemented content-safety 

guardrails, configuring the AI models to block harmful AI-generated 

outputs across categories such as hate, insults, sexual content, 

violence, and misconduct. These measures help prevent unfair or 

biased outcomes that may affect individuals, in line with the 

Company’s Artificial Intelligence (AI) Policy. 
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Data and Artificial Intelligence Management Programs

Initiatives to lower the ecological footprint of AI models

Thaioil Group support responsible AI usage and development 

through efficient design, selecting models and tools appropriate to 

the task, and managing computing resources cost-effectively to 

reduce the energy consumption and environmental footprint of 

deployed AI models.

In 2026, Thaioil Group launched the “Do & Don’t” communication 

series via internal channels to guide employees on how to write 

effective prompts for Copilot Chat, the Company’s internal corporate 

AI tool. The series provides practical knowledge on effective 

prompting so that employees can manage computing resources 

cost-effectively, while reducing the energy consumption and 

environmental footprint of deployed AI models.
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Data and Artificial Intelligence Management Programs

Appeals process for users/affected third parties to contest an AI decision or outcome 

Thaioil Group ensures that employees have access to appeal 

channels for reporting incidents related to AI systems (AI Incident 

Reporting), which require immediate reporting to supervisors or 

responsible functions upon encountering AI usage or 

development that does not comply with the policy.

In 2026, Thaioil Group launched “DG Service+”, a centralized 

service request, service reporting and internal appeal platform 

accessible via both mobile application and web browser. 

Employees can report any issues related to hardware, software, 

or AI models through the platform, or contact the Digital Services 

Management function directly, ensuring that each case is 

managed effectively and promptly. In addition, employees or third 

parties may report directly to their supervisors if they encounter AI 

usage or development that does not comply with TOP Group 

Artificial Intelligence (AI) Policy.. 
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Data and Artificial Intelligence Management Programs

Training of employees on the ethical use and/or security of AI

Thaioil Group provides employee training on the ethical use and 

security of AI, in line with the TOP Group Artificial Intelligence Policy.

In 2026, Thaioil Group launched a video-based training course on 

the ethical use and security of AI, covering the TOP Group Artificial 

Intelligence (AI) Policy, through Thaioil Academy, the Company’s 

internal online learning platform, ensuring that all employees 

understand and use AI responsibly in accordance with the 

Company’s standards.
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